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Secure Your Data –and the Future  
of Better Care for Patients with  
Bleeding and Blood Clotting Disorders
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american thrombosis & hemostasis network 
72 Treasure Lane, Riverwoods, IL 60015 
Phone: 847-607-9479 
Visit: www.athn.org

ATHN is a 501(c)(3) tax exempt organization.  
ATHN gratefully acknowledges Novo Nordisk for its founding unrestricted grant.
ATHN’s Disaster Preparedness Program is supported by Cooperative Agreement Number U27DD000319 from the CDC.

our vision. To advance and improve the care of individuals affected by bleeding and 
thrombotic disorders. 

our mission.  To provide stewardship of a secure national database, adherent to all 
privacy guidelines, which will be used to support clinical outcomes analysis, research, advocacy 
and public health reporting in the hemostasis and thrombosis community.

our values.  Improving clinical outcomes and care, facilitating continuity of care, 
fostering collaboration, maintaining con�dentiality, conserving resources through a 
common infrastructure.

Key Facts 

ATHN is a not-for-profit organization that was formed  
to establish and support a secure national database. 

ATHN does not require blood samples. 

�Hemophilia Treatment Centers (HTCs) can choose to 
participate as an ATHN Affiliate or not.

�Your data will be confidentially available to you if you 
need medical assistance away from your primary HTC  
or in case of an emergency.

The ATHNdataset will provide much needed support 
for a broad range of research that will be outside the 
scope, and in addition to the resources, of the current 
data system implemented by the Centers for Disease 
Control and Prevention (CDC), called the Universal Data 
Collection (UDC). 

The research areas that the ATHNdataset will address 
include diagnosis, clinical care outcomes, advocacy,  
best practices and new treatment methods.

Your Hemophilia 
Treatment Center 
(HTC) is part of 
the American 
Thrombosis 
and Hemostasis 
Network (ATHN).
This means it is part of a special group of  
HTCs across the country called ATHN 
Affiliates. HTCs and ATHN are committed 
to improving the care of people with 
bleeding and clotting disorders. ATHN is 
helping HTCs to create a safe and secure 
national database of patient health data 
that can be used to improve care and to 
support vital research. From this national 
database, a smaller subset of patient 
health data, called the ATHNdataset, 
will be managed by ATHN. In the 
ATHNdataset all personal identifying 
information will be stripped away, leaving 
data about treatment and the outcome 
of treatment. Using this ATHNdataset, 
experts will be able to address important 
questions about treatment and its 
effectiveness.  Both your HTC and ATHN 
follow all HIPAA privacy guidelines to 
protect your confidentiality.

The Need for a National Database and the ATHNdataset
Other countries have national databases that give vital 
information to improve care for bleeding and clotting 
disorders.  America needs a national database, too.  Our 
population is large and diverse. The safety and effectiveness 
of new treatments need to be carefully tested. The cost 
of care is great, and insurance systems that pay for it are 
complex and changing. 

Doctors, scientists, policy makers, and other health care 
providers need a large pool of patient data to answer 
scientific, public health and policy questions about the 
safest and most cost-effective way to treat bleeding and 
clotting disorders. They will use the information from the 
ATHNdataset to answer these questions. Having your 
health information in the ATHNdataset will ensure that 
decisions made represent all Americans with bleeding and 
clotting disorders, not just a select few. 

In addition to managing the ATHNdataset, ATHN provides 
funding for national data collection and the research efforts 
of U.S. bleeding disorders care providers. These providers 
use the data for their own clinical and research purposes. 
The data are also used by other clinical, public health and 
economic researchers.  

Data in the ATHNdataset may be used for research that is 
focused on gaining a better understanding of bleeding 
and clotting disorders, the complications of these disorders, 
their social and economic costs and the effectiveness of 
treatments and interventions.

New Terms
With One Voice 
ATHN is working to help clarify many of the confusing 
terms used when discussing data and specifically health 
data and healthcare technology. 

The following two words often get confused. They address 
related but different issues. Simple definitions help:

Privacy:	� Protection of patient health information due to its sensitive 
and confidential nature.

Security:	� The means by which an organization ensures the 
confidentiality and integrity of that information.

Similarly, some confusion also exists over the following two 
words. Again, simple definitions help:

Database:	A collection of data stored in a central repository.
Dataset:	� A subset of data extracted from a database.
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* 	 You may report bleeding and infusion information using tools such as ATHNadvoy.
*� �*	� The ATHN Patient Authorization process exceeds federal HIPAA Privacy Rule requirements for 

non-identifiable limited data sets.

An ATHN program to help prepare and respond to 
natural disasters or other emergencies.

ATHNready
Your medical information: secure, safe and portable

What am I being asked to do? 
You are being asked to allow information about your health to 
be shared with ATHN and for ATHN to share your information 
with researchers. More specifically, you are being asked to 
allow information about your health to be combined with that 
of others as part of the ATHNdataset for research purposes and 
to aid in policy decision-making. The health information will 
be shared with ATHN by your HTC and will not directly identify 
you. Your name will not be linked to the data in any way and 
your name will never be used in any reports produced as a 
result of studies using this data.

What kind of information would be included  
in the ATHNdataset? 
If you agree to let your health information be included in the 
ATHNdataset, the information will be regularly updated to 
reflect your current health status. The kinds  
of information that will be sent to ATHN include

•  your type of blood disorder, 
•  the date you were diagnosed, 
•  your family history of the disorder, 
•  �laboratory test results used to diagnose and keep an eye on your condition, 
•  �whether or not your body keeps drugs used to treat blood disorders from 

working the way they should, 
•  �your treatments and how they might vary to stop bleeding and clotting 

problems from occurring or getting worse, 
•  �routine care and trauma,
•  �allergies and
•  �the types of bleeds you have and how well the bleeding is controlled.*

How do I opt in?
To let ATHN use your data for this purpose, you will  
be asked to fill out and sign a Patient Authorization** (release) 
Form that allows your HTC to share your health information 
with ATHN. You will continue to “own” your information, even 
when it is included in the database. 

Will ATHN have my name and other personal 
information?
Absolutely not! Only the HTC responsible for a patient’s care 
will have access to the personal identifying information. 
In compliance with the federal HIPAA Privacy Rule, ATHN 
will not receive your name or any of the other 16 categories 
of information (see below) that may directly identify you or 
enable you to be contacted by ATHN or by anyone else.  If 
you agree to take part, ATHN will receive what is known as a 
limited data set, which, according to the federal Privacy Rule, 
requires that all 16 categories of direct patient identifiers must 
be removed from shared health information.

The following information will NOT be included in the 
ATHNdataset:

• Name
• Postal address, other than town or city and ZIP code
• Telephone numbers
• Fax numbers
• e-mail addresses
• Social security numbers
• Medical records numbers
• Health plan beneficiary numbers
• Account numbers
• Certificate/license numbers
• Vehicle identifiers and serial numbers, including license numbers
• Device identifiers and serial numbers
• Web universal resource locators (URLs)
• Internet protocol (IP) address numbers
• Biometric identifiers, including fingerprints and voiceprints
• Full-face photographic images and any comparable images

How will my health information be identified in the  
database and the ATHNdataset?
The computer system used by your HTC will assign to you or 
your child(ren) a unique, computer-generated code. Once that 
unique code is assigned to you, it will be used instead of your 
name to collect information about you. This allows researchers 
to have data about you without having to know who you are. 
This unique code system has been applied in a number of 
settings in which confidentiality is a concern. 

How do I know my health information is secure and that 
my privacy will be protected?
Your HTC is required by law to protect your health information. 
Your HTC will share your health information with ATHN only if 
you sign a Patient Authorization (release) Form. ATHN is bound 
by an agreement with your HTC and is required by federal 
privacy laws to protect your information. 

Where is the database and is it secure?
The database used by your HTC to generate the ATHNdataset 
is kept at a secure off-site commercial facility in an encrypted 
(non-human readable) form.  A back-up copy is stored at a 
disaster recovery site in a separate geographic location.  
All information will be sent through a secure Internet-based 
data transfer mechanism that is password protected and 
encrypted. This offers more protection and security than paper 
records and email.

How will the database help me in an emergency? 
Through a new program called ATHNready, you can sign 
up through your HTC to get your own copy of important 
information about your disorder and medications you take 
that could help you get the health care you need in an 
emergency or disaster. 

Coordination and readiness are key at all times but even more 
so when a disaster or emergency strikes. As a benefit of taking 
part in ATHNready, you will

• �get your health information from your HTC on a wallet-sized card or flash 
drive. You can use this to walk into any HTC, emergency room or doctor’s 
office and have the information you need to get immediate bleeding 
disorder treatment. 

• �enjoy comfort and peace of mind knowing 
that your health information is secure, 
backed up regularly and available when 
you need it.

• �be protected by a virtual “safety deposit box” with your electronic health 
information so that you can get the care you need when you need it.

What are the benefits of participating in the ATHNdataset?
Your health information will be combined with data from 
thousands of patients around the country. Complete, 
standardized information will be available to help increase 
confidence in health care decision-making and improve 
policies. This will lead to

• a better understanding of bleeding and clotting disorders.
• increased knowledge of the genetics of these disorders.
• �a secure means of protecting health information in times of need  

and/or emergency.
• �the ability to study treatment results in persons with bleeding and clotting  

disorders in order to develop standards of care and better understand the 
clinical, social and economic issues involved in these disorders.

• �a closer watch on the safety of FDA-approved medicines for bleeding and  
clotting disorders. 

You will help to improve the care of all Americans with 
bleeding and clotting disorders by letting ATHN use your 
health information collected by your HTC. 

Will I have to get any special blood tests or other 
procedures?
No.  There are no special blood tests, procedures or treatments 
required. 

What will it cost me to be part of the ATHNdataset?
Nothing.  There is no cost to you to be part of the ATHNdataset.

Does being part of the ATHNdataset require me  
(or my family) to take part in clinical research studies?
No. You are not agreeing to be in any clinical research studies.  
Also, letting ATHN use your health information will not change  
your care in any way. You may join clinical research studies 
offered through your HTC if you wish. It is always your decision 
to participate or not, and you will always be asked for your 
written permission. Your HTC may use the ATHNdataset to 
screen possible participants for clinical research studies.

What is the relationship between the ATHNdataset and the 
CDC’s Universal Data Collection (UDC) project? 
These are separate projects. However, ATHN and CDC are 
working together closely to best use available resources.  
We are working hard to make sure that HTCs need to collect 
data only once. The data can then be reused as needed for 
other purposes. Both ATHN and CDC require your written 
agreement before the HTC can share your information. 

The UDC Key Facts
• �The CDC’s UDC project studies the main bleeding disorders and complications. 
• �The UDC project collects blood samples to see if patients have been  

exposed to blood borne viruses. 
• �In addition, the UDC requires measurements to check for joint disease, 

another important indicator of the overall health of the bleeding  
disorder community. 

• �CDC-supported HTCs are required to invite you to join the UDC project.   
But your participation is voluntary.

How will I be affected if I choose not to take part?
If you decide not to participate, your HTC will not send  
any of your information to the ATHNdataset. Whatever you 
decide, your choice will not affect the level of care provided  
by your healthcare team. Your HTC will still back-up key 
pieces of your medical information so it will not be lost in 
an emergency or disaster.  And, you can still sign up through 
your HTC to get your own copy of your important information 
through ATHNready.

As a result of taking part in the ATHNdataset, will ATHN  
or others have the right to contact me directly?
No. Maintaining confidentiality is one of ATHN’s core values. 
ATHN will not have your name or any other information that 
directly identifies you or allows you to be contacted. 

What if I change my mind and no longer want ATHN  
to use my health information?
You may change your mind and stop taking part in the 
ATHNdataset at any time and for any reason. If you are thinking 
about this, we urge you to speak with your HTC about your 
concerns. If you decide to stop taking part, you must inform 
your HTC in writing. After that, ATHN will not receive any more 
data about you. ATHN may still use or share health information 
we already have obtained about you for research. 

How can I learn about progress of the database and  
the ATHNdataset?
Visit the ATHN website—www.athn.org— and watch for 
articles about ATHN in your chapter and HTC newsletters. 


